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Abstract: The SHA algorithm is one well-known and represesns important function in
cryptographic systems used especially to assura megrity and authenticity. Implementation
on reprogrammable hardware structures is a soluttbat enables synthesis of algorithms in
digital hardware modules that may operate at higbeds. In this work is being studied algorithm
implementation of SHA-1, 24 bits on a Field Prognamble Gate Array (FPGA) in order to
obtain solutions to reduce the area of deployméhere are described constituent modules of the
implementation and at the end of the paper are qresd comparative results with other similar
implementations.

1. INTRODUCTION growing of the information submitted has led to
the development of new techniques for security
In communication systems, such as mobileénd protection of the information in the hardware
telephone networks, internet network are knowrstructure answering at a speed much greater than
as a huge expansion of the transmission djeneral-purpose processors. They are created
information and communication. Also, in specialized circuits as well as Application
medical field where the electronic devices collecSpecific Integrated Circuit (ASIC),
and store data from patients, in automotive fieldieprogrammable structures FPGA that have been
electronics which has reached a very high leveimplemented hardware algorithms data security
there are critical communications environment$ind are used as hardware peripherals for the
among the various entities of the engine andhicro-systems  with  microprocessors  or
vehicle. There are developed hardware modulegicrocontrollers or used like independents
for storing and transporting the information onhardware entity [1].
electronic support, like Subscriber Identifier In security applications important roles is
Module (SIM) cards. Along with the played by well-known cryptographic hash
development of technology we discover afunctions that are used to verify integrity
growing demand for the protection of themessage and digital signatures. In cryptography,
exchanged information, leading to the study an@ cryptographic hash function is defined as a
development of techniques for more efficienttransformation that receives a message on input
information encryption, data integrity and returns a fixed length string called the hash
verification, and authenticity. Methods to protectvalue. Hash functions with this property are used
information exchanged scrambled messagdor a variety of computations, including
presents a very large area of interest such as theyptography. The hash is a concrete
communication between banks, protection ofepresentation of the message or document from
databases, or protection of communicatiorwhich it was calculated. Summary message can
channels. Needed of communications and fadte seen as a fingerprint of the document. In many
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standards and applications, the hash function > TeUF
used_ are MDE_S and SHA-1. After identifying . TeUF cour A
certain security problems have developec ,

i > Slice X1Y1 <>

superior version as SHA-2 [2] and studies ar¢ <

currently on the implementation of SHA-3 Slice X1YO

function [3]. Switch -
The SHA-1 algorithm can be described in| ™™ couT CIN

two stages: preprocessing and calculation o v

hash. The preprocessing involves a padde p Slice X0

message, then division of the message int
blocks ofm bits and setting initialization values
to be used for the transformation for has 4 on
valuation. Hash calculation generates a sketch ‘iifig. 1 Schematic of configurable logic blocks
the message from padded message and together

with other functions; constants and words work 3. HARDWARE DESIGN

to iteratively generate a series of hash values.

Last hash value generated by the . phase Implementation presented in this paper

Sllows to the input port a 24-bit fixed-length
message and produces to the output port a block
of 160 bit message summary. The maximum

length of the message can be maximum 264 bits
2. BASICSOF RECONFIGURABLE [4]. Entity SHA-1 module is shown in Fig. 2.

STRUCTURES

3, Slice XOYO
>

<
)

summary of the message [4].

— data_in(31:0)  data_out(159:0) =——

Encryption algorithms can be | start
implemented in software or hardware. Software
implementation is not recommended because it is
slow. Modern hardware implementations are
realized on development board with FPGA.

The devices are user programmable shal-top
integrated circuits that allow quick access to
configurable VLSI circuits. In this paper, the

implementation ~ of SHA-1 function was The algorithm implementation is done in
performed on a Spartan 3, Xilinx [6] hardwarey, 5 qware modules structural interconnected as in
structures.Architecture of Xilinx FPGA families Fig. 3. ThePaddingblock divide the expanded

consists of the following building blocks egqage into 16 words W of 32-bit. These words
Configurable Logic Blocks (CLB), Input/Output ;ome in W _CALC block where the other 64 are
Blocks (IOB), block random access memoryq, qiated using the 16 original words. Totally,
(BRAM), multipliers and digital clock manager gq \yords are obtained to be used for the 80 steps
(DCM). , . of the algorithm.

Basic elements in FPGA structure are The 80 words W get together with other
CLBs. They are used to implementqqnqiants and variables MGEST FUNOblock
combinational and synchronous logic. Each CLR, a6 functions are applied to generate abstract
has two pairs of two slices as shown in Fig. 1,e55546 At each step the block calculates the
Slices are grouped in pairs, each pair i$yermediate values of variables a, b, c, d, e.
organized on columns, with each independentlynace variables then pass to DIGEST MSG
carry channel. All slices have the following ook where summation occurs with H constants,

common elements: two LUT, two D flip-flops, 5nq then the variables are concatenated, the
mu]tlplexers, ng|c circuits us.ed in combinational gt representing the summary message.
logic. Some slices have distributed RAM.

— clk
— reset ready ——

Fig. 2 SHA-1 module entity
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| | data_out(159:0)
data_in(159:0)  data_out(159:0) A1(31:0)  A(31:0) A1(31:0)  A_cub(31:0) —MMM] A1(31:0)  msg(159:0) —— >
ok B1(31:0)  B(31:0) B1(31:0)  B_cub(31:0) —M B1(31:0)
[ >—— ¢k reg32x5 C1(31:0) C(31:0) C1(31:0) C_cub(31:0) V] C1(31:0)
reset reset D1(31:0)  D(31:0) D1(31:0)  D_cub(31:0) ] D1(31:0)
DI E1(31:0)  E(31:0) E1(31:0)  E_cub(31:0) E1(31:0)
start — sel(6:0) 1(6:0) DIGGEST_MSG
q c_en rez(6:0) — Wi310)
=— ok MUX21
reset | ooy DIGGEST_FUNC
ready
counter7 q(6:0) ready
data_in(23:0) 6:0) block_ready
[ >—— msg(23:0)  wt(31:0) — word_in(31:0) word_ut(31:0)
1(6:0) ok | ok
( Padding eset | reset W_calc

Fig. 3 SHA-1 schematic bloc

The system comprises eight main blocks As is shown in block diagram &W_calg
for SHA-1 algorithm implementation. As the 16 registers containing the 16 original words
mentioned above, the input message is fetchdtlat make extended message are connected in
from the block on porimsg Padding (23:0)n  pipeline (one exit is connected to the another
segments of one 24 bit. A secoimgput t (6:0) entry) in order to move words from one register
provides to the block witch step algorithm is.to another, in a serial way, so that after 16 steps
Depending on the step the out pwtt(31:0) the the first register will contain the first word aimd
Padding block will provide to the other blocksthe 16-th register will find the word with number
one of the 16 words, where the extended6. Also observe a multiplexer which is designed
message was split properly to the first 16 steps @b provide at the output one of the 16 original
the process of calculating the hash value. words, if the step is less than or equal to 16 or

The first block that processes the extendedvord calculated at each step if the step is greater
message is named/_calc Thus it receives at than 16. Words are calculated using 4-input
every step of the first 16 steps a word provideddder present in the internal block diagram
by thePaddingblock and then is provided to the W_calc The adders module add the registers 14,
output. After the 16-th step, ttW_calccompute 8, 3 and 1 which then contains the 16 original
the word for current step from the first 16 stepsvords at the moment.
taken from thePadding block. Internal block
diagram ofW_calcis shown in Fig. 4.

Di(31:0)  Do(31:0)——Di(31:0)  Do(31:0)—Di(31:0)  Do(31:0) a(31:0) rez(31:0) —
clk rega2 clk rega2 clk reg32 b(31:0)
reset reset reset ¢(31:0)

d(31:0)
L Di(31:0) Do(31:0) Di(31:0) Do(31:0——{Di(31:0) Do(31:0——{Di(31:0) Do(31:00——{Di(31:0) Do(31:0) ——
clk clk clk clk clk
reset reg32 reset regs2 reset reg32 reset regs2 reset regs2

LDi(31:0) Do(31:0) Di(31:0)  Do(31:0) Di(31:0) Do(31:0)——Di(31:0) Do(31:0)——Di(31:0) Do(31:0}—{Di(31:0)  Do(31:0)
clk clk clk clk clk clk

reset regaz reset regsz reset regsz reset regaz reset regsz reset regaz

; ; Ua1(s1:0)

Di(31:0) Do(31:0}—Di(31:0) Do(31:0] A2(31:0) vord_out31:0)
o regan ok ega —sel§0)  do310)— >
reset reset

mux32

word_in(31:0)

>

(6:0)
>

Fig. 4 Schematic bloc of W_calc module

The block that calculates the hash valu€31:0), C(31:0), D(31:0) and E(31:0) designate
is Digest_func The input ports A (31:0), B five intermediate variables which are found in
ISSN — 1453 — 1119
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the hash value calculation as is shown in Fig. Sonly 5-bit block turn LR30, unlike 30-bit block

At each step of the algorithm on these variablemtate as LR30. LR5 block output is the

is applied a lot of functions resulting new valuesintermediate word that reacheSUM_TEMP

of those variables that will be used in the nexsumming block;

step. - The SUM_TEMP block gathers output
Functions used are reported in theports of FT_BCD andLR5 modules, input word

current step, so entry is present and t(6:0t (31:0) fromW _calcblock, temporary variable

indicating the current step of the algorithm. AlsoE and constant K are stored in this module. Such

the calculation of intermediate values of thdogical functions fromFT_BCD module and

variables involved and block words fram calc constants K fromSUM_TEMP module vary

that are taken at each step, the entry wt (31:0). depending on the current step of the algorithm. K

As | said, the new values of intermediateconstant selection for each step is the input port

variables are found at output ports of the blotk. Iselectie(1:0). Output port SUM_TEMPA_out

can be seen from Fig. 5 that they were markethodule reaches output variable A_out(31:0) of

with  A_out(31:0), B_out(31:0), C_out(31:0), Digest_fundlock;

D out(31:0) and E_out(31:0). Al these After the words A, B, C, D, E have been

intermediate variables are each defined on 32-biapplied a number of functions described above
2 save w29 we obtained intermediate values, for each step,
c@ro) e v R30 called A out, B out, C _out, D_out and E_out.

These intermediate values of the variables come
again inDigest_funcblock for new operations at
eoero the next step, but also comeDigest_msdlock
e Where are collected and addend next to the H
o, e —— constants. Although it have done at every step
i in31:0 the summing is useful only to the last step where
o values intermediate from step 80 are summed
f SUM_TEMP next to the constants H constant, after which they
=9 get concatenated the results and output them to
the desired message. Input ports of the block are
represented by the five intermediate variables A,
B, C, D and E and as output we have calculated

the message of the original message from SHA-1

D(31:0
sel(1:0;
FT_BCD

)
c(31:0)
; D_out(31:0)

A(31:0)

Ir5_out(31:0)
LR5

(6:0) selectie(1:0)
SELECTIE

Fig. 5 Schematic block of digest_func module

The functions of this block are

implemented through in blocks which than wenput circu_it. ,
will describe below: BesidesDigest_funcand W_calc blocks,

_ The first is calledFT_BCD module and Digest_msgblock has an important role in

implement logic functions described in the SHA__calculating of the hash. Basically in these blocks

1 algorithm [5]. Logic functions operate on the'S 'the processing itse'lf, other building blocks
three inputs of module, words A (31:0), B (31:0)belng with control func‘qons :
and C (31:0) and vary depending on the Counter7 block is a 7-bit counter that

computing step. Selection is made through inpuff®unts upward, the maximum amount that can

port sel(1:0). Output port of the module is areach the 128. It counts the algorithm steps for

temporary word witch become entrance foidenerate a hash value and has three input ports:

SUM TEMP module. which will be presenteddk' reset and c¢_en. The first two entries are
later: ' functionally identical to those described in other

- Another block called. R30done rotation synchronous - blocks. C__en is input pin that
to the left with 30-bit of input variable B, the controls start of generating summary message.

result of this operation is C_out(31:0) OutputAtahigher level is can be identified by the SHA-

; ; . 1 chip trough start input port.
variable fromDigest_fundlock; _ , ,
- LR30 is a similar block with LR5 to Reg32x5block contains a 160-bit register

rotate to the left the bits of intermediate variabl (hat sStores every step of the intermediate

A, the difference between blocks is being madevariables A, B, C, D, E, hence the name Reg32x5

(5 words, each on one 32-bit). The circuit is
ISSN — 1453 — 1119
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synchronous, the input data into registetime before clock: 8.652ns; maximum output
memorizing every time a clock event occurs.  required time after clock: 27.259ns.

Mux21 block is a synchronous circuit that
contains a 160-bit register that stores every stefable 1 Structure utilization for SHA-1 module

of the intermediate variables A, B, C, D, E, L ogic used used | available Aorea
hence the name Reg32x5 (5 words, each on ope (%)
32-bit). numoer ofl 478 | 3584 13
Readyblock is used to signal the end of 'Ces T
the generation of the output message and tH IliJmFl(e)rg '€ 465 7168 6
Selectieblock of the Digest func block is the Nupmbef of 2
module that selects the K constants and the Iogic}nlout LUTS 887 7168 12
1

functions used in computing process to obtai

the summary message. This module was implemented and

optimized for used area and not for the speed
processing.
For a practical application the circuits can

. , process a sequence of 24 bits for a time 15.8us
The hash algorithm was coded in VHDL |, .+t o 50 MHz clock.

and synthesized and implemented using the It can process approximately 1.5 Gbps.

Xilinx ISE tools. After the implementation of Another works was realized to im ;
; plement this
SHA-1 algorithm on XC3S400-41g456 the 5i0rithm and are presented comparative in

following  performances were  obtained:tpie 2
minimum  period:  17.910ns  (Maximum '
Frequency: 55.834MHz; minimum input arrival

4. RESULTSOF IMPLEMENTATIONS

Table 2 Comparison between different SHA-1 impléatiens

Reference Device Algorithm Area Clk Speed
Seyed[7] | Virex4 ch‘Z’SX%ﬁGGS' SHA-512 12% 135Mhz 2890Mbps
Present work XC3S400-4fg456 S;:Qé 13% 50Mhz 1500Mbps
Jar5] Virtex-1l 2V2000-6 SIG-SHA-1 - 117.5Mhz 734s
Imt[8] Stratix EP1S10F484C5 ?FzAb_itls 26% 45.8Mhz 293Mbps
Imt[8] Stratix EP1S10F484C5 ?FzAb_itls 34% | 24.86Mhz 160Mbps
Imt[8] Stratix EP1S10F484CH, SHA-1 78% 48.7Mhz 312Mbps
512bits
5. CONCLUSIONS It can be extended up to 264 bits input port

but will produce a module that will suffer an
The hash algorithm SHA-1 is used a wideincreased area used and latency trough structure.
scale in cryptography for different applications. In the immediate future, we will combine
In this paper was implemented the SHA-1the SHA-1 algorithm with other one based on
algorithm on a low cost FPGA of type XC3S400.bio-inspired systems (as cellular automata) in
The SHA-1 design demonstrates that therder to achieve high speed and very good
algorithm can be implemented on small aresecurity.
requirements (practically on 478 numbers of
slices) and can process 1.5 Gbps.
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